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Abstract—Digital cash is a form of money that is minted,
stored, and spent digitally. As opposed to debit or credit cards,
it enables untraceable payments in the sense that the payer
can acquire products while keeping their identity secret. In a
recent paper, a new digital cash paradigm including the so-called
no-valued e-coins was proposed. No-valued e-coins are used to
perform bogus transactions which mask consumption patterns.

In this paper, we analyze the aforementioned cash paradigm
and investigate the possibility of implementing it over quantum-
resistant cryptographic schemes. This objective has been
achieved using off-the-shelf cryptosystems for data encryption
and digital signature which have been deeply analyzed to check
they provide the required features.

Index Terms—cryptography, digital cash, privacy, quantum-
resistant cryptography

I. INTRODUCTION

The worldwide deployment of Internet technology has
enabled the creation of businesses that operate exclusively in
an online fashion. As a side effect, traditional cash payments
no longer fit in this scenario and consumers are forced to use
cashless alternatives. This adoption has been quite popular in
some places even in physical commerce. For instance, Sweden
is an entirely cashless country.

Despite the advantages of cashless payments, the endless
stream of information a bank collects from the purchases
made by its customers enables the automatic generation of
accurate consumption profiles.

Privacy in online payments has been a topic of research
during the last decades. In the early 80s, David Chaum [1]
proposed the concept of anonymous digital cash which allows
customers to make online payments without the need to reveal
their identity. Furthermore, neither the merchants nor the bank
can determine whether two payments were made by the same
person or not. Since then, various proposals providing differ-
ent features have been proposed by the research community
like offline payments [2], divisibility [3], or transferability [4].

In [5], a new digital cash paradigm was presented. It
provides two types of coin: valued and no-valued. A merchant
receiving a payment cannot determine which type of e-coin is
being used, while the customer receives the requested item if
and only if the spent e-coin is valued. No-valued e-coins are
used for masking the consumption pattern. This provides a
higher level of privacy than anonymity. In effect, apart from
being unable to determine the identity of the customer, the
merchant is also unable to determine whether the requested
item is being acquired or not.
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The mentioned digital cash system was described in [5]
using standard cryptography, namely discrete logarithm-based
encryption, digital signature computation, and RSA blind
signatures. Unfortunately, this kind of cryptography will cease
to be secure under the advent of powerful enough quantum
computers. In effect, Shor’s algorithm [6] provides an effi-
cient way to factor integers and compute discrete logarithms.
Although existing quantum computers still lack the power to
break public key cryptosystems, companies such as IBM or
Google are speeding up their development. IBM has been
able to build a 1121 qubits quantum computer and expects to
achieve more than 4158 qubits by 2025 [7]. For this reason,
the research of cryptographic tools constructed over quantum-
resistant cryptography is of paramount importance.

II. PREAMBLE

This section briefly reviews some concepts of cryptography
which are crucial for the research described in this paper.

A. Public Key Encryption

In public key cryptography, the receiver of a confidential
message needs to possess a pair of keys, one is made public
while the other is kept private.

The sender encrypts the message using an algorithm that
takes the receiver’s public key as input. The resulting cipher-
text is then transmitted to the receiver who is the only party
able to decrypt it using their private key.

B. Digital Signatures

A digital signature over the hash digest of a message is
computed by employing a procedure that requires a private
key as input. We will refer to the pair composed of the hash
digest and its signature as a digest-signature tuple.

A signed message is validated through a procedure that
receives the (hash digest of the) message, its digital signature,
and a public key as input. A proper verification guarantees
that the message has not been modified and the signature
was computed by the owner of the public key provided for
validation.

C. Blind signatures

A blind signature is a protocol in which a party (Alice)
provides (the hash digest of) a message as input while another
party (Bob) provides a private key. As a result, Alice obtains a
digital signature from Bob on her message while Bob obtains
no information about the signed data.

247

XVIII RECSI 2024, Ledn



D. Simulatable signatures

A digital signature scheme is said to be simulatable if valid
digest-signature tuples can be created without the need to
possess the private key. So as not to allow signature forgery,
the digest part of a simulated tuple cannot be chosen by the
simulator.

For example, RSA signatures are simulatable. Given an
RSA public key (n,e), any party can generate a random
S € Z,, and compute D = S¢ (mod n). The resulting (D, S)
pair is a valid digest-signature tuple, but note that the value for
D has not been chosen by the simulator. To obtain a forged
signature, the simulator must find a message M such that
D = H(M) which is hard provided the hash function H is
one-way.

E. Lattice-based cryptography

Lattice-based cryptography refers to cryptographic schemes
whose security holds on the assumed intractability of the
shortest vector problem (SVP), which is NP-hard.

No efficient algorithm is known for solving the SVP even
assuming the availability of a powerful enough quantum
computer. For this reason, these cryptosystems are said to be
quantum-resistant or post-quantum.

Although some cryptosystems are directly based on the
SVP, their key size and computational cost render them
unusable. Nevertheless, two derived problems that are as hard
as the SVP led to more efficient constructions. These are the
learning with errors (LWE), and the short integer solution
(SIS) problems. Both problems can be defined over Z,,, over
aring R, = Zy[X]/(X 2" 4 1) or over modules (vectors of
ring elements).

III. A DIGITAL CASH PARADIGM WITH VALUED AND
NO-VALUED COINS

The digital cash paradigm described in [5] includes two
types of actors: a merchant and the customers. The merchant
issues (valued) e-coins which are acquired by customers who
can later spend them at the merchant’s shop and get priced
items in exchange. The system enables customers to spend e-
coins in an anonymous (the identity of the customer is kept se-
cret) and unlinkable (the merchant cannot determine whether
two e-coin payments were made by the same customer or not)
way. Additionally, customers can generate no-valued e-coins
by themselves. No-valued e-coins are spent in transactions in
which the customer does not receive any product back. Since
the merchant cannot determine whether an e-coin received
as payment is valued or not, these dummy transactions mask
consumption patterns.

This paradigm was first proposed in [8] as a component
of a privacy-preserving pay-by-phone parking system and
was later formally described in [5]. This e-coin paradigm
facilitates the development of privacy-preserving protocols
which include it as a black-box building block. This is the
case for [9] where it is a component of an electronic toll
collection system, and [10] and [11] where it is part of a
priced oblivious transfer protocol.

Valued coins are issued through a protocol in which both
the merchant and the customer take part. An e-coin is mainly
composed of three parts.

e Signer Block. It includes a public key of a digital
signature system. When spending an e-coin, the customer
has to include a digital signature verifiable under this key,
which proves their intention to spend the e-coin. If the
same e-coin was spent again in the future, this signature
could be used as proof of the fraud.

e Receiver Block. It includes a public key of an encryption
system. This key is used by the merchant to encrypt the
product requested by the customer.

e Authentication Block. A binary representation of the
previous public keys is combined using an XOR addition
and the resulting bitstring is signed by the server during
the issuance protocol. To fulfill the requirements of the
e-coin system, the function used for the binary represen-
tation of public keys should be reversible but chaotic. The
authors of [5] proposed the use of an OAEP (optimal
asymmetric encryption padding) function [12] which is
reversible yet the output in either direction is chaotic. To
prevent traceability, in the case of valued e-coins, this
signature is computed through a blind signature protocol
(see Sec. 1I-C).

When a customer generates a no-valued coin, they first
simulate (see Sec. II-D) a signature for the Authentication
Block obtaining a pseudo-random signed payload. As said
before, this data corresponds to the XOR addition of the
representation of the not-created yet public keys in the Signer
and Receiver blocks. Now, the customer has two choices:
Generate a Signer Block key pair and obtain a pseudo-random
Receiver Block key (whose private key will be unknown) or
vice-versa. So as for the no-valued coin to be spendable, the
customer needs to be able to issue a signature under the Signer
Block key, so they need access to the corresponding private
key. For this reason, only the first option makes sense. In such
case, the public key in the Receiver Block is pseudo-randomly
sampled and no party possesses its corresponding private key.
Hence, the product acquired during a transaction involving a
no-valued coin is encrypted to the sky.

We conclude that the signature system used for the Au-
thentication Block has to allow both the computation of blind
signatures and signature simulation. Regarding the Receiver
Block, the cryptosystem must enable random sampling of pub-
lic keys from which no party knows the secret key counterpart.
As to the Signer Block, any digital signature scheme can fit.

A. Builiding blocks for the e-cash paradigm

The studied e-coin paradigm, defined in [5], requires cryp-
tographic protocols with specific features for each of its three
building blocks, namely:

« A public key encryption system in which public keys can
be created by random sampling, for the Receiver Block.

o A digital signature system, for the Signer Block.

o A blind signature protocol producing simulatable signa-
tures, for the Autentication Block.

The system offers three use cases:

1) Valued e-coin generation. The customer generates a
key-pair for the Signer Block and stores the public key
in it (represented as Yg). Next, the customer generates
a key pair for the Receiver Block and stores the public
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key in it (represented as Y). Both public key represen-
tations are then added using an XOR (Y = Y5 & YR)
operation, and the customer asks the merchant to blindly
sign the resulting bit string. The obtained signature
constitutes the Authentication Block.

2) No-valued e-coin generation. The customer first sim-
ulates a message-signature pair (Y,.S) from which YV
is obtained pseudo-randomly. The signature S is stored
in the Authentication Block. Then they create a Signer
Block key-pair, take its public key representation (Yg),
store it in the Signer Block, and compute Yp = Ys B Y.
Finally, Yy is stored in the Receiver Block. As said
before, Y represents a public key obtained by random
sampling (its secret key is unknown).

3) E-coin spending. The customer first provides the e-
coin payload which includes a digital signature over
Y =Yg @ Yr which is validated by the merchant, and
a digital signature verifiable under Y5 whose correctness
is also checked. Then, the merchant checks that the
same e-coin has not been spent in the past. If all these
checkings are satisfied, the merchant takes the requested
item, encrypts it under the public key represented as Y,
and sends the resulting ciphertext to the customer. If the
spent coin is valued, the customer can decrypt the item.
Otherwise, if the coin is no-valued, no further step is
made.

IV. A POST-QUANTUM IMPLEMENTATION

In this section, we review some quantum-resistant options
that could be taken for implementing the mentioned e-coin
paradigm.

A. Receiver Block

We next discuss two options for the Receiver Block.

1) Kyber: Kyber [13] is a public key encryption system
based on the assumed hardness of the LWE problem. More
precisely, it is defined over the Module-LWE variant (MLWE).
A key-pair is created as follows:

« The secret key is generated by choosing two small-norm
vectors (s, e) at random.

o The corresponding public key is then created by generat-
ing a random matrix A and computing b = As + e. The
public key is defined as the (A, b) tuple.

From the MLWE assumption, a public key (A, b) is indis-
tinguishable from a pair (A,u) where u has been taken at
random. In this way, a public key can be randomly sampled
by generating a (A, u) pair at random.

2) BI-NTRU: BI-NTRU-Product [14] is a variant of the
NTRU cryptosystem. It operates over R = Zx]/(¢(z)),
where ¢(x) is a monic square free polynomial of degree n.
Given two prime integers p, g with p < ¢, a BI-NTRU public
key is created from a random B € R, and two polynomials
r,g with small terms with g being invertible in z,,.

o The secret key is the pair (7, g).

o The public key is the pair (G1,G3) with G; = —gB

(mod ¢) and G2 = rB (mod q).

The authors of [14] prove that the public key of their NTRU
variant is uniformly distributed which makes their public keys
indistinguishable from two randomly sampled polynomials.

B. Signer Block

The Signer Block can be instantiated using any quantum-
resistant digital signature scheme. We next discuss the three
options selected by NIST for standardization.

1) Falcon: Falcon [15] is a signature scheme based on the
assumed hardness of the Ring-SIS problem. Given a matrix A
and a vector c, the SIS problem consists of finding a “short”
vector s satisfying As = c.

o In Falcon, a secret key corresponds to a trapdoor which
enables the computation of short vectors in a lattice
whose base is a matrix A.

o The public key is matrix A.

Given a message m, Falcon first takes a random value r
and computes H = H(m/||r). Then, a signature of digest H is
computed by generating a “short” vector s satisfying As = H.
The computation of such short vector is only possible if the
secret trapdoor is known.

2) CRYSTALS-Dilithium: CRYSTALS-Dilithium [16] is
based on the assumed intractability of the MLWE problem
(like the Kyber cryptosystem). Its key pairs are equivalent to
those of Kyber:

o The secret key consists of two small vectors (s,e)
generated at random.

e The public key is a random matrix A and the vector b
that holds the As 4 e = b equation.

A signature is composed of two short vectors (z, ¢) satisfying
¢ = H(m||round(Az — be)). The computation of z incorpo-
rates a rejection-sampling process for preserving the secrecy
of the secret key component s.

3) SPHINCS+: SPHINCS+ [17] is a hash-based signature
scheme. The public key is composed of two binary sequences.
A secret key is composed of the previous pair alongside two
additional sequences. SPHINCS+ was designed to sign up to
264 messages with a given key pair. Since an e-coin is just
spent one time, an implementation of the Signer Block taking
this signature scheme could be set to enable the computation
of just one signature. Since the size of a signature depends on
the number of signatures allowed per key, this would reduce
the size of the generated signatures to a fairly compact size.

C. Authentication Block

This block requires a blind signature scheme enabling the
simulation of digest-signature pairs. Also, the hash digest pro-
cedure included in signature schemes has to be replaced by a
chaotic two-way function (OAEP is the option recommended
in [5]).

1) Agrawal et al.: The authors of [18] present a lattice-
based blind signature system supporting an unbounded num-
ber of signature queries.

Like in Falcon, the public key is a matrix C' while the secret
key is a trapdoor of C enabling the computation of short
vectors in the lattice generated by C. A randomly generated
matrix A is also published as part of the setup process. Given
message m, the requester first takes a random short vector
x, computes t = Ax + H(m) and sends ¢ to the signer. The
signer then computes a short vector y satisfying C'y =t and
sends y to the requester.

A signature on H(m) corresponds to a zero-knowledge
proof 7 stating the existence and knowledge of two vectors
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z,y such that,
H(E||§517 ||y||§ﬁ17

The value for 3; has to be chosen to render the SIS problem
over A and C hard enough. As detailed in [18] the previous
proof must include an encryption-to-the-sky of the x,y vec-
tors, but we omit it here since it is only required for formal
proof purposes.

A signature can be simulated by taking two small vectors
x,y at random and then computing H = Cy — Az. Then we
can generate a valid proof 7 of Statement 1 (with H playing
the role of #(m)) which constitutes a valid digest-signature
pair (H, 7). The signed payload is then obtained, in a pseudo-
random way, as 7 = OAEP™*(H).

2) Beullens et al.: This blind signature, detailed in [19], is
similar to the previous one. By convention, the public key in
this signature is a matrix A, while the secret key is a trapdoor
that enables solving instances of the SIS problem in the lattice
generated by A. An additional matrix B is randomly sampled
as part of the setup process. The requester takes a random
short vector r, computes the following ciphertext,

¢ = Br+H(G(r),m),

and sends it to the signer together with a NIZK proof proving
its proper generation. Then, the signer signs it by computing
a short s holding:

Cy— Az = H(m). (1)

As=c

which is sent back to the requester who generates a digital
signature as a NIZK proof proving knowledge of two vectors
r, s such that, given p = G(r) and h = H(p, m), satisfy

Irll < Br, Isll < Bs,

where (3. and (s are small numbers that make the SIS
problem hard to solve over A and B.

Signature simulation can be carried out by creating two
short vectors r, s and computing H = As — Br. Then the
simulator can generate a proof of Statement 2 with H playing
the role of H(p, m). By replacing H with OAEP, we obtain
the signed payload by computing (p,7) = OAEP™*(H).

As=Br+h, 2)

V. PERFORMANCE

In this section, we analyze the spacial cost of an implemen-
tation of the studied digital cash system under the analyzed
post-quantum options.

The memory footprint of a coin includes several parts: the
coin public part (mainly composed of the Signer, Receiver,
and Authentication blocks), the coin private part (secret data
needed for spending a coin), and the data exchanged during
a payment transaction.

The size of the cryptographic keys depends on the chosen
security. Not all the analyzed cryptosystems provide parame-
ters for the typical NIST security levels. All the options report
parameters for a 128-bit security level (Level 5 according to
NIST standards) except for one case, namely the Agrawal et
al. blind signature scheme, which provides parameters for a
109-bit level. Nevertheless, we will take these parameters as
they provide a security level fairly close to 128 bits.

The size of cryptographic keys has been obtained from a
survey published in [20]. The signature sizes of Falcon and

Dilithium have been obtained from their technical specifica-
tions, namely [15] and [16], respectively. As to BI-NTRU,
it is built over an NTRU lattice, in a similar way as Falcon
does, but its public key is composed of two polynomials while
Falcon requires just one. For this reason, the size of a BI-
NTRU public key is roughly twice as long as a Falcon one.
The ciphertext sizes of Kyber have been obtained from its
specification. For the case of BI-NTRU, we have taken its
parameters based on Falcon.

During a transaction, the merchant encrypts the requested
item under the public key in the Receiver block of the spent
e-coin. Typically, the item will be encrypted under some
symmetric cipher, such as AES, using a random key, and then,
this key will be encrypted under the public key cryptosystem.
For this reason, an e-coin transaction always includes the
transmission of a public key ciphertext. The length of the
additional symmetric ciphertext will depend on the length of
the item, so it is not considered in our analysis.

Table I summarizes the key and ciphertext sizes of the
options analyzed for the Receiver Block.

TABLE 1
KEY LENGTH AND CIPHERTEXT SIZE (IN BYTES) OF THE RECEIVER
BLOCK ANALYZED OPTIONS.

Protocol Public Key Size  Private Key Size  Ciphertext Size
Kyber 1568 3168 1568
BI-NTRU 3586 3586 1536

When a coin is spent, the customer includes a digital
signature verifiable under the public key in the Signer Block.
Table II summarizes the key and signature sizes of the
signature schemes analyzed for the Signer Block.

TABLE 11
KEY LENGTH AND SIGNATURE SIZE (IN BYTES) OF THE SIGNER BLOCK
ANALYZED OPTIONS.

Protocol Public Key Size  Private Key Size  Signature Size
Dilithium 2592 4864 4595
Falcon 1793 2305 1280
SPHINCS+ 64 128 29792

Regarding the Authentication Block, it includes a digital
signature whose related private and public keys are possessed
by the merchant and do not need to be transmitted during
a coin transaction. For this reason, its size is not relevant.
The important parameter here is the size of a digital sig-
nature which is part of the Authentication Block. Table III
summarizes the data relevant to our analysis. The table has
an additional column for the bit security.

TABLE III
SIGNATURE SIZE (IN BYTES) AND SECURITY LEVEL OF THE
AUTHENTICATION BLOCK ANALYZED OPTIONS.

Protocol Blind Signature Size  Security bits
Agrawal et al. 45190 109
Baullen et al. 22000 128

Table IV summarizes the spacial cost of the coin public
part (size of a public key of the Signer Block, size of a
public key of Receiver Block, plus the size of a signature
of the Authentication Block), the coin private part (size of a
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Signer Block private key, plus the size of a Receiver Block
private key for valued coins), and the data exchanged during a
transaction (digital signature of the Signer Block scheme, plus
the size of a Receiver Block ciphertext). The e-coin public part
transmitted during a transaction is not considered in the ‘data
exchanged’ column of the table.

From the data in Table IV, we conclude that an implemen-
tation using Kyber, Falcon, and the blind signature scheme of
Baullen et al. provides the best performance from the spacial
cost point of view.

The sizes over traditional pre-quantum cryptography (using
RSA for the Signer and Authentication Blocks, and ElGamal
for the Receiver Block) would be 768 bytes for the coin public
part, 512 bytes for the coin private part of valued e-coins, 256
bytes for the private part of no-valued e-coins, and 768 bytes
for the data exchanged during a transaction. The overhead
introduced by the use of quantum-resistant cryptography is
remarkable.

VI. CONCLUSION

In this paper, we have analyzed the feasibility of imple-
menting a digital cash paradigm over lattice and hash-based
quantum-resistant cryptography. Research over existing cryp-
tosystems has enabled us to analyze several options offering
the features needed by the mentioned paradigm.

In the future, we plan to analyze other post-quantum
cryptosystems constructed over hard problems defined over
elliptic curve isogenies and coding theory.
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TABLE IV
SIZE IN BYTES OF AN E-COIN PUBLIC PART, PRIVATE PART, AND DATA EXCHANGED DURING A TRANSACTION, FOR EACH COMBINATION OF THE
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Receiver Signer Auth Coin pub. Coin priv. Data exch.
Valued  No-valued
Kyber Falcon Baullen et al. 25361 5473 2305 2848
BI-NTRU  Falcon Baullen et al. 27379 5891 2305 2816
Kyber Dilithium Baullen et al. 26160 8032 4864 6163
BI-NTRU  Dilithium Baullen et al. 28178 8450 4864 6131
Kyber Falcon Agrawal et al. 48551 5473 2305 2848
Kyber SPHINCS+  Baullen et al. 23632 3296 128 31360
BI-NTRU  Falcon Agrawal et al. 50569 5891 2305 2816
BI-NTRU  SPHINCS+  Baullen et al. 25650 3714 128 31328
Kyber Dilithium Agrawal et al. 49350 8032 4864 6163
BI-NTRU  Dilithium Agrawal et al. 51368 8450 4864 6131
Kyber SPHINCS+  Agrawal et al. 46822 3296 128 31360
BI-NTRU  SPHINCS+  Agrawal et al. 48840 3714 128 31328
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