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Glossary
3GPP

3rd Generation Partnership Project

API

Application Programming Interface

BLE

Bluetooth Low Energy

ESB

Enterprise Service Bus

IEC

International Electrotechnical Commission

IEEE

Institute of Electrical and Electronics Engineers

IoE

Internet of Everything

IoT

Internet of Things

ISO

International Organization for Standardization

JSON

JavaScript Object Notation

LAN

Local Area Network

LTE

Long Term Evolution

LTE-A

Longe Term Evolution Advanced

M2M

Machine to Machine

NFC

Near Field Communication

P2P

Peer to Peer

QR

Quick response

RMI

Remote Method Invocation

REST

Representational State Transfer

RFID

Radio Frequency Indentification

SOA

Service-oriented architecture

SOAP

Simple Object Access Protocol

WADL

Web Application Description Language

WLAN

Wireless Local Area Network

WSDL

Web Services Description Language

WSN

Wireless Sensor Network

XML

Extensible Markup Language
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Abstract
The aim of this project is to go deeper into the Internet of Things, commonly named
as IoT, in order to explore the different possibilities it can offer focusing especially in
marketing and providing a practical case connecting both fields of study.
The IoT is already present in our lives with thousands of interconnected devices that
monitor and analyze a large amount of real time data. This flow of continuous and
actualized data becomes a great opportunity for marketers because it allows them to
control and predict the market changes, explore new business models and create
value added solutions to respond to the constantly changing customers’ needs.

Key words: Internet of Things, IoT, Business Intelligence, BI, Marketing 4.0, Retail,
Customer experience.
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Introduction
The idea of fulfilling a study about the Internet of Things comes from a huge interest
in Business Intelligence that increased even more when I took a subject related to that
in an Erasmus exchange program in Germany. Taking that course was well worth as
I could really see the point of contact of both parts of the double Bachelor degree I
have studied: business management and IT.
Matching these two fields of study in my final project was crucial for me because I felt
the need to prove that I could develop an added value tool to support the new changing
era of technology of the Internet of Things (IoT).
From my business perspective, when I first heard about IoT, I thought that it could
represent an enormous change bringing a wide range of opportunities from what, for
instance, marketing could take a relevant advantage going a step forward and
changing the relationship between customers and companies evolving in a hundred
percent data-driven context.
Therefore, this project is aimed at performing a tool for marketing based on IoT. In
other words, developing a study providing all the information needed to pursue that
and a use case that actually shows the change that the “IoT as a marketing tool” would
bring.
In order to achieve it, a particular scenario has been taken. This scenario includes a
large number of retail stores based in a well-known commercial street in the city of
Lleida. Although the use case that will be used as an example is based in only one
store, the project is intended to work as a tool for every single shop of that street or of
a whole shopping center creating an IoT environment where all the data is crossed.
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1. The Internet of Things (IoT)
1. 1. Overview
Definition and Evolution
The term Internet of things (IoT) is used to describe embedded devices (things) with
Internet connectivity, allowing them to interact with each other, services, and people
on a global scale 1. This level of connectivity can increase reliability, sustainability, and
efficiency by improved access to information.
Kevin Ashton is accredited2 for using the term “Internet of Things” for the first time
during a presentation in 1999 on supply-chain management. He believes the “things”
aspect of the way we interact and live within the physical world that surrounds us
needs serious reconsideration, due to advances in computing, Internet, and datageneration rate by smart devices.3
Obviously, he was not wrong at all. Just one look at Fig. 1 is enough to understand
the importance of IoT in the future:
Figure 1: The comparison of connected devices with human population

Source: Evans, D. (2011). The Internet of Things: How the next evolution of the internet is changing
everything, Cisco White paper.

Mukhopadhyay, S. C. (2014) Internet of Things: Challenges and Opportunities. Springer
International Publishing Switzerland.
2 Though the term “Internet of Things” was proposed by Kevin Ashton in 1999 but ‘The Internet
of Things’ is a concept originally coined and introduced by MIT, Auto-ID Center and intimately
linked to RFID and electronic product code (EPC).
3 Ashton K. That ‘internet of things’ thing. p. 97–114.
1
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With regard to the Fig. 1, between 2008 and 2009, there were more connected devices
than people in the world, therefore it could be said that the growing phenomenon of
the IoT was born at that point in time. Looking at the start of the given timeline, it may
seem that the number of devices per person in 2003 is extremely low compared to the
on 2010 which is 25 times bigger. This occurs because devices such as smartphones
were not yet on the market and a few years later, there was an explosive growth of
smartphones and tablet PCs that brought the number of devices connected to the
Internet to 12.5 billion in 2010 giving a rate of 1.84 devices/person that doubled in
2015.
Just having a look around, one can easily see that these numbers may seem low
because they do not offer a real picture of the First World’s reality. This is because the
entire world population is taken to do this calculation and many people is still not
connected to the Internet. However, considering that approximately 2 billion people
had access to the Internet in 20104, the number of devices per person would raise to
6.25 instead of the 1.84 that we got taking in count all the population.
Being that said, the Internet of Things is here and make sure it will stay in the future
becoming more and more present in people’s life and professional fields that we
cannot even imagine yet.

By the end of 2017, some 3.58 billion people are projected to be online, equivalent to some
48.0% of the global population. ITU (International Telecommunications Union). (2017).
Broadband Commission. The State of Broadband: Broadband catalyzing sustainable development.
4
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1.2. Architectures
In this section, we are going to see the main characteristics and the different kinds of
architectures that can be used in IoT.
The building blocks of IoT are:
•

sensory devices

•

remote service invocation

•

communication networks

•

context-aware processing of events

With this, IoT tries to create a unified network of smart objects and human beings
responsible for operating them (if needed), who are capable of universally and
ubiquitously communicating with each other5. Given a distributed environment like
that, interconnectivity among entities is a critical requirement. A holistic system
architecture for IoT also needs to be reliable, adaptable and scalable.
Reference architectures and models give a bird’s eye view of the whole underlying
system, hence their advantage over other architectures relies on providing a better
and greater level of abstraction, which consequently hides specific constraints and
implementation details
Figure 2: A reference architecture for IoT

Source: WSO2, A reference architecture for the Internet of Things.
http://wso2.com/wso2_resources/wso2_
whitepaper_a-reference-architecture-for-the-internet-of-things.pdf; 2014.

5

Buyya, R.,Vahid Dastjerdi, A. (2016). Internet of Things: Principles and Paradigms. Elsevier.
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The Fig. 2 depicts an outline of our extended version of a reference architecture for
IoT. Different service and presentation layers are shown in this architecture.
•

Service layers include event processing and analytics, resource management
and service discovery, as well as message aggregation and Enterprise Service
Bus (ESB) services built on top of communication and physical layers.

•

Application Programming Interface (API) management, which is essential
for defining and sharing system services and web-based dashboards (or
equivalent smartphone applications) for managing and accessing these APIs,
are also included in the architecture.

•

Due to the importance of device management, security and privacy
enforcement in different layers, and the ability to uniquely identify objects and
control their access level, these components are prestressed independently in
this architecture.

1.2.1. SOA-based architecture

Service-oriented architecture (SOA) is necessary in IoT for the service providers and
users. It ensures the interoperability among many different devices.
A generic SOA consists of four layers represented in Fig. 3:
1. Sensing or perception layer: senses the status of things. It’s integrated with
available hardware objects.
2. Network or transportation layer: supports the connections among these
things.
3. Service layer: creates and manages the services that are required by
applications or users.
4. Interfaces layer: consists of the interaction methods with applications and
users.

The division into subsystems ensures that in case of failure of one component, the
rest of the system can still operate in normality. In this kind of architecture, reliability
is a significant parameter.
11

Figure 3: SOA-based architecture

Source: Mavromoustakis, C. (2016) Internet of Things (IoT) in 5G Mobile Technologies

1.2.2. API-oriented architecture

Due to the overhead and complexity imposed by Simple Object Access Protocol
(SOAP) and Remote Method Invocation (RMI), which are used to develop serviceoriented solutions, Web APIs and Representational State Transfer (REST)-based
methods were introduced as alternative.
Table 1: SOAP vs. REST
SOAP

REST

Contract

Required (WSDL)

Not Required (Optional WADL)

Security

Advanced

Basic

Complexity

High

Low

Payload

Heavy (XML)

Lite-weight

Source: Ponnusamy, A. (2013) REST vs. SOAP: The Architecture Dilemma.

These methods require network bandwidth, storage and computational capacity. They
are triggered by request. An advantage is that light-weight data formats such as JSON

12

can reduce the overhead mentioned above, especially for smart devices and sensors
with a limited amount of resources, by replacing the large XML files that describe the
services as Fig. 4 shows. This helps providing a more efficient use of the
communication channels and the power of devices.
Figure 4: REST architecture components

Source: Mehta, B. (2014) RESTful Java Patterns and Best Practices

Likewise, a RESTful API attracts more customers while it focuses on the functionality
rather than on the presentation of the products.
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1.3. Technology involved
The IoT paradigm was that computers should be capable to access data about objects
and environment minimizing the human interaction in order to make people’s life easier
and simpler.
Traditionally, radio-frequency identification (RFID) was a key enabler technology for
this paradigm. Together with, other low-cost communication and identification
technologies are also used, such as6:
•

Bluetooth

•

Near Field Communication (NFC)

•

Quick Response (QR) codes

•

Barcodes

•

ZigBee

•

Digital watermarking

•

Networking technologies:
o 3GPP Long Term Evolution/Long Term Evolution-advance (3GPP
LTE/LTE-A)
o Vehicular Ad-hoc Networks
o Wireless Sensor Networks (WSNs)
o Wireless Local Area Networks (WLAN)

These, merge the IoT concept (Fig. 5) into the Internet of Everything (IoE) vision,
where every single object is connected to the Internet using machine-originated or
machine-to-machine (M2M) communications.

Mukhopadhyay, S. C. (2014) Internet of Things: Challenges and Opportunities. Springer
International Publishing Switzerland.
6
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Figure 5: M2M, IoT and IoE

Source: Panayotis, A., Adam, B. (2016) Conflict and Cooperation in Cyberspace

1.3.1. Radio Frequency Identification (RFID)
Radio frequency identification (RFID) is the generic term used to describe a system of
wireless communication that transmits the identity (in the form of a unique serial
number) of an object or person, using radio waves7.

An RFID system (Fig. 6) consists of three components: a scanning antenna and
transceiver (often combined into one reader, also known as an interrogator) and a
transponder, the RFID tag.
Figure 6: RFID system

Source: EPC RFID. https://www.epc-rfid.info/rfid

Violino, B. (2005). What is RFID. RFID Journal.
http://www.rfidjournal.com/articles/view?1339/
7
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Chip tags (Fig. 7) consist of a microchip and a coupling element - an antenna.
Figure 7: RFID tag

Source: Barcodesinc. https://www.barcodesinc.com/info/buying-guides/rfid.html

The RFID reader is a network-connected device that can be permanently attached or
portable. It uses radio frequency waves to transmit signals that activate the tag. Once
activated, the tag sends a wave back to the antenna, where it is translated into data.

RFID tags can be active or passive. An active tag has its own power source, normally
a battery, while a passive tag receives its power from the reading antenna.

RFID is classified in the category of auto-ID technologies that also includes barcodes,
optical character readers and some biometric technologies, such as retinal scans. The
auto-ID technologies give the chance to reduce the amount of time and labor needed
to process data manually and to improve data accuracy.

Some of these technologies, such as barcodes, often require a person to manually
scan a label or tag to capture the data. Alternatively, RFID is designed to enable
readers to capture data on tags of many items simultaneously and transmit it to a
computer system without needing a person to be involved.

RFID technology can scan items from different distances (see Table 2) depending on
the type of tag and reader. The read time for tags is typically less than 100
milliseconds.
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Table 2: RFID frequencies and ranges

Source: TechTarget, RFID.
https://internetofthingsagenda.techtarget.com/definition/RFID-radio-frequency-identification

The most common applications of RFID are tracking and management. This includes
pet and livestock tracking, inventory management and asset tracking, cargo and
supply chain logistics, vehicle tracking. This can also be used in retail for either
advertising or customer service, or as far as the security is concerned, for access
control.

1.3.2. Barcodes
A barcode8 is a small image containing lines (bars) and spaces that is affixed to
objects. This code in the image represents numbers and other symbols.

In order to read it, a barcode reader is needed. The reader uses a laser beam that is
sensitive to the reflections from the line and space thickness and variation. Then, it
translates the reflected light into digital data that is transferred to a computer.
Nowadays, a specific scanner is not needed anymore as smartphones (Fig. 8) include
this feature too.

8Rouse,

M.,

Mallah,

Z.

(2009)

TechTarget.

Barcode.

http://searcherp.techtarget.com/definition/bar-code-or-barcode
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Figure 8: Barcode scanning using a smartphone

Source: Fotolia. https://www.fotolia.com/id/37775990

As it has been mentioned before, barcodes are also classified into auto-ID
technologies. The best way to understand it, may be to compare barcodes with RFID,
now that we have just acquired more knowledge about the last one.
The main difference is that barcodes require direct line of sight and closer proximity
than RFID tags. In addition, barcodes take generally ½ second or more longer to read.
Another aspect to point out is that while an RFID tag represents an individual object,
a barcode represents a product type (additional information cannot be obtained from
it).
As far as their nature is concerned, barcodes are not read-write since they are simply
printed on the outside of an item and for the same reason, they are limited in terms of
reuse. Contrary to this, RFID tags are better protected, often under a plastic cover.
Nevertheless, RFID tags are more expensive than printed barcodes.
Bar codes and readers are most often seen in supermarkets and retail stores, but they
offer a large number of different solutions. They are also used to take inventory in retail
stores; to check out books from a library; to track manufacturing and shipping
movement; to identify hospital patients, among others.
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1.3.3. Quick Response (QR) codes
A QR code (quick response code)9 is a type of 2D bar code that is used to provide
easy access to information through a smartphone that this time works as a reader with
its camera (Fig. 9).
Figure 9: QR code scanning

Source: Freeimages. https://www.freeimages.com/search/hand-scan

The reader interprets the code, which typically offers an invitation to download a
mobile application, a link to view a video or an SMS message inviting the viewer to
respond to a poll.
As far as functionality is concerned, there exist two different types of QR codes:
•

Static: the most common type. They are used to spread information to a
general public. The code’s creator can track information about the number of
times a code was scanned and its associated action taken, along with the times
of scans and the operating system of the devices that scanned it.

9Rouse.

M.
(2013).
TechTarget.
Quick
http://whatis.techtarget.com/definition/QR-code-quick-response-code

Response

Code.
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•

Dynamic: they offer additional functionality. The owner can modify the code at
any time and can target a specific audience for personalized marketing. These
codes can track more specific information about the scanner such as his/her
name, email and many more personal details.

QR codes can be used in a direct mail piece, business card or postcard to provide
a discount or additional information, to link a specific product to a website or to a
page with more detailed information that would not easily fit in a printed ad.

1.3.4. Bluetooth
Bluetooth10 is the technology that allows mobile devices, computers and other devices
(Fig. 10) easily communicate with each other using a short-range wireless connection.
Figure 10: Bluetooth connectivity

Source: Cablematic. http://www.cablematic.cat

It requires that each device includes a low-cost transceiver chip. The transceiver
transmits and receives in a previously unused frequency band of 2.45 GHz that is
available globally (there is some variation of bandwidth in different countries).

10Rouse.

M. (2017). TechTarget. Bluetooth.
http://searchmobilecomputing.techtarget.com/definition/Bluetooth
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There are up to three voice channels available in addition to data. Each device has a
unique 48-bit address from the IEEE 802 standard. Bluetooth connections can be point
to point or multipoint.
The maximum Bluetooth range is 10 meters, up to 70 for the latest Bluetooth Low
Energy (BLE) version. Data can be exchanged at a rate of more than 1 megabit per
second (up to 2 Mbps in the second generation of the technology). A frequency hop
scheme allows devices to communicate even in areas with a great deal of
electromagnetic interference. In addition, it provides built-in encryption and
verification.
A great detail to point out is that Bluetooth is present in all the smartphones and smart
wearables, therefore it gives a huge ease of use as the user only needs to touch its
smart device screen to be connected.
For example, a retailer equipped with BLE technology, can send special offers to the
customers that enter his store, or he can employ this tool in order to obtain important
information about user habits with a view to carry out an analysis for an advanced selfassessment: for example, the retailer may know how many time a customer spends in
his store, and in which department.
This can help retailers to modify strategies towards the specific targets.
Besides, it was estimated that the attention paid from users to messages send
with BLE

technology

is

higher

than the

attention

paid

to

marketing

communications through standard medias.
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1.3.5. Near Field Communication (NFC)
NFC11 is a short-range wireless connectivity standard (Ecma-340, ISO/IEC 18092)
that enables communication between devices through magnetic field induction when
they're touched together, or at a distance of a few centimeters of each other (Fig. 11).
Figure 11: NFC communication

Source: TapTrack. http://www.taptrack.com

The standard specifies a peer-to-peer (P2P) network to exchange data. Once this has
been set up, another wireless communication technology can be used to achieve a
longer communication range or to allow a larger amount of data transfer, such as
Bluetooth of Wi-Fi.
Here are some examples of how NFC can be used:
•

It enables users to take pictures with a cell phone with a built-in camera, and
touch an enabled computer or television set to transmit the images for display;

•

It enables users to download applications or games to a handheld device by
touching the computer;

•

In conjunction with another wireless technology, transfer large files can be
transferred between two devices, such as a Smartphone and a computer,
simply by touching both together.

11Rouse,

M.
(2007).
Near
Field
Communication
http://searchmobilecomputing.techtarget.com/definition/Near-Field-Communication

(NFC).
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NFC technology can also play an important role to spread the Brand and
specially to interact with customers providing information concerning the product
history, its features and many other specifications.
Some of the applications are: NFC payment (Fig. 12), which enables the customers to
pay using their smartphone; access control, loyalty programs, in-store marketing,
location based services, targeted marketing, information exchange and social
networks.
Figure 12: NFC payment

Source: Coincrispy. https://www.coincrispy.com/2018/04/17/propuesta-lightning-network-nfc-planteamejoras-compras-bitcoin/

Another kind of application in the marketing sector of NFC technology covers the field
of Fashion12. In this case it provides the user actionable information about use and
washing modes, others’ feedback, the possibility to interact with other customers or
directly with the company, that in this case has the advantage and the opportunity to
improve the relationship with the clients which is highly relevant to turn them into loyal
customers.

12

Global TAG. (2016). Marketing. http://www.global-tag.com/nfc-ble-applications-marketing/
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1.3.6. ZigBee
ZigBee13 is a standards-based wireless technology developed as an open global
standard to enable low-cost, low-power wireless M2M and IoT networks. This,
theoretically, enables the mixing of implementations from different manufacturers, but
in practice, ZigBee products (Fig. 13) have been extended and customized by vendors
and, thus, plagued by interoperability issues. In contrast to Wi-Fi networks used to
connect endpoints to high-speed networks, ZigBee supports much lower data rates
and uses a mesh networking protocol to avoid hub devices and create a self-healing
architecture. The ZigBee standard14 operates on the IEEE 802.15.4 physical radio
specification and operates in unlicensed bands including 2.4 GHz, 900 MHz and 868
MHz. The 802.15.4 specification upon which the ZigBee stack operates gained
ratification by the Institute of Electrical and Electronics Engineers (IEEE) in 2003.
Figure 13: Zigbee logo

Source: Zigbee. http://www.zigbee.org

ZigBee is a local area network (LAN), so it is not intended to connect to devices directly
around a user like BLE does. Instead, it connects to devices that need a wider range.
Because of this, it’s an ideal protocol for home automation and smart lighting.

Rouse, M. Zigbee.http://internetofthingsagenda.techtarget.com/definition/ZigBee
DIGI. ZIGBEE WIRELESS MESH NETWORKING. https://www.digi.com/resources/standardsand-technologies/rfmodems/zigbee-wireless-standard
13
14
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1.3.7. Wi-Fi
A Wi-Fi finder, also called a Wi-Fi signal finder15, Wi-Fi seeker or Wi-Fi locator, is a
miniature electronic device that can determine whether or not a portable computer
user is within range of an access point for a wireless local area network (WLAN). The
intent is to eliminate the need to boot up the computer and attempt to connect on a
"hit-or-miss" basis.
A typical Wi-Fi finder operates with the push of a button and indicates signal strength,
the network identifier (SSID), the channel being received and whether or not the
access point uses encryption. The operating range is approximately 300 feet, although
this can vary depending on the presence of electrical wiring, steel building construction
or other obstructions that block the propagation of electromagnetic fields.
Wi-Fi (short for "wireless fidelity") is a term for certain types of WLAN that use
specifications in the 802.11 family. Many airports, hotels and fast-food facilities offer
public access to Wi-Fi networks (Fig. 14). These locations are known as hot spots. An
interconnected area of hot spots and network access points is known as a hot zone.
Figure 14: Representation of a Wi-Fi hot spot

Source: Malaysian Wireless. http://www.malaysianwireless.com

15Rouse,

M.

Wi-Fi

finder

(Wi-Fi

signal

finder,

Wi-Fi

seeker

or

Wi-Fi

locator)

https://whatis.techtarget.com/definition/Wi-Fi-finder-Wi-Fi-signal-finder-Wi-Fi-seeker-or-WiFi-locator
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1.3.8. WSN
A Wireless Sensor Network (WSN)16 is a communications infrastructure of
specialized transducers that monitor and record diverse parameters or at different
location points. Commonly monitored parameters are temperature, humidity,
pressure, wind direction and speed, illumination intensity, vibration intensity, sound
intensity, power-line voltage, chemical concentrations, pollutant levels and vital body
functions.

A sensor network consists of multiple detection stations called sensor nodes (Fig.15),
each of which is small, lightweight and portable. Every sensor node is equipped with:
•

A transducer: generates electrical signals based on sensed physical effects
and phenomena.

•

A microcomputer: processes and stores the sensor output.

•

A transceiver: receives commands from a central computer and transmits data
to that computer.

•

A power source: it’s derived from a battery.

Figure 15: WSN system architecture

Source: Ahmad, A., Ming, Y. (2017) A Comprehensive Survey on Real-Time Applications of WSN

Rouse, M. Wireless Sensor Network (WSN).
http://searchdatacenter.techtarget.com/definition/sensor-network
16
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Potential applications of WSN include industrial automation, automated and smart
homes, video surveillance, traffic monitoring, medical device monitoring and air traffic
control among others.
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1.4. Challenges
The challenges17 of IoT can be summarized as:
•

Availability of internet at everywhere and at no cost

The future of the IoT is totally dependent on the availability of internet at every corner.
In order to achieve that, a huge investment on infrastructures and resources is needed.
The issue here is that private companies do not invest unless there is a clear profit to
make and the governments current situation are not the best to go for it, but with time
they are expected to come in picture to make it possible.
In addition, the availability of the internet needs to be free and this is not easy to decide
because it is not only the installation cost, there are also running expenses associated.
•

Security issues

Internet without threats or security risks becomes a huge challenge for engineers. In
relation to internet safety as well as in the wireless sensor network there may be
malicious use for illegal purposes, e.g. planting them in computers to extract private
information. So the challenge is to develop appropriate countermeasures to deploy
sensor detectors to detect malicious sensor nets.
•

Low-cost smart sensing system development

As it is expected, the IoT will have trillions of sensors not so far in time. The most
important point is to develop and produce them very cheap18. In order to make this
possible, all the five blocks should be fabricated in one chip as shown in Fig. 16.

Mukhopadhyay, S. C. (2014) Internet of Things: Challenges and Opportunities
Mukhopadhyay, S.C. (2013) Intelligent Sensing, Instrumentation and Measurements, Smart
Sensors, Measurement and Instrumentation
17
18
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Figure 16: The block diagram representation of a wireless sensor node

Source: Mukhopadhyay, S. C. (2014) Internet of Things: Challenges and Opportunities

This is not possible yet, but it is expected to have a very tiny sensor node with all the
functionality to be available for use. It offers a big chance to the designers.
•

Energy

The power supply of sensor nodes is also an important challenge for IoT. Usually
batteries are used for this purpose and these are the parameters that should be taken
into account:
-

Type of battery (Alkaline, Lithium-Ion, NiCad, NiMH, Lead-Acid)

-

Life-time

-

Environmental impact

-

Cost

-

Size

-

Memory effect

-

Safety issue

The aim here is to develop environmentally friendly types of rechargeable batteries
from different renewable energy sources. So, there is a need of accelerating the
implementation of environmentally friendly renewable energy systems.
The main challenge is that the large potential for renewable energy has not been
realized due to many barriers and the main opportunity would be to identify the means
to remove the economic regulatory and institutional disadvantages that make
renewable energy less competitive than other conventional sources.
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•

Computational ability

For the next stage of development more IoT-specific skills are needed. A lack of IoT
skills and knowledge among employees and management is viewed as the biggest
obstacle to using the IoT more extensively19. In order to avoid that, companies are
training staff and recruiting IoT talent. Others are hiring consultants and third-party
experts, seeking to build knowledge and identify successful IoT business models.
Moving executives and employees up, the IoT learning curve should also help
identifying IoT applications for existing products and services of an organization.
•

Scalability

Developing a scalable IoT platform can quickly become a complex and complicated
problem as there will be remote devices all across the globe that will need to be
effectively managed. Therefore, organizations will require a standards-based20
solution that allows organizations to operate different devices and use automation and
insights to quickly bring updates or new services to market.
IoT standards allow for devices to be designed independently and still work together.
This is crucial as IoT devices may be manufactured by different companies and will
need to standards to allow them to be interoperable.
•

Fault Tolerance

Another relevant issue is system reliability, which implies fault tolerance. If IoT systems
cannot be as reliable as the traditional systems which they are replacing, they will not
cover user expectations.
The goal of fault tolerance21 in IoT is to build up redundancies and provide a better
adaptation to changing environments where heterogeneity and constant evolution take

IoT Innovation. The Increasing Need for IoT Interoperability. https://internet-of-thingsinnovation.com/insights/the-blog/iot-standards-interoperability/#.WxLDwC8zlE4
21 Sen, Zhou. (2015). Supporting Fault Tolerance in the Internet of Things.
https://escholarship.org/uc/item/2mp3t4k2
20
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place. systems pose a big challenge to building up redundancies and adapting to
changing environment.
•

Power Consumption

Data communication is what consumes most of the energy. To address the issues,
different protocols are reported22. As far as the strategies are concerned, from the
design perspective and users’ point of view it may be useful to follow a standard.
Recently, IEEE protocols especially ZigBee and Wi-Fi are growing in popularity being
used for different wireless applications.
•

E-Waste

As we will have an environment surrounded by millions of sensors, we will need to
realize that there is an issue with the life-span of electronic devices because it is not
long enough. Replacement occurs at regular interval in order to maintain the complete
system active all the time. It becomes a practical sustainability problem due to the
nuisance to find the place to dump the old electronic devices.
•

Acceptability among the society

The acceptability of users towards a new technology is a big issue that needs to be
taken into account.
The Technology Acceptance Model (TAM) 23 is an information systems theory that
models how users come to accept and use technology. The model explains how a
new technology and its various aspects are conceived and used by the users. Being
that said, the acceptance of a new technology is based on two factors:

-

Perceived Usefulness: refers to how much the user believes that the
technology will help to improve his or her performance.

Villalba, L.J.G., Orozco, A.L.S., Cabrera, A.T., Abbas, C.J.B. (2009) Routing protocols in
wireless sensor networks.
23 Davis, F.D, Bagozzi (1989) User acceptance of computer technology: A comparison of two
theoretical models. 982‐1003.
22
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-

Perceived Ease of Use: refers to the degree to which a person believes that
using a particular system would be comfortable or free from effort.

These two factors mentioned above determine the attitude of the user towards using
the technology. The model also states that the Perceived Usefulness also influences
the behavioral intention to use and that the attitude determines the behavior which
influences the actual acceptance. The diagrammatic representation of the model
proposed by Davis and Bagozzi in 1989 is presented below (Fig. 17):
Figure 17: Diagrammatic representation of the TAM model

Source: Davis, F.D, Bagozzi (1989) User acceptance of computer technology: A comparison of two
theoretical models
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1.5. Applications
The IoT offers multiple solutions for multiple purposes applicable in many different
fields where technology is taking a very important role in an attempt to improve the
quality of people’s life, making it easier by providing smart infrastructures 24.

•

Smart Cities

The Smart Cities vision consists on making cities more sustainable, safe and
enjoyable. The different applications range from supporting urban mobility (e.g., Smart
Parking, live traffic congestion), to monitoring or optimizing assets and infrastructures
(structural health of the buildings, Smart Lightning), to systems aimed to improve the
citizens’ quality of life (noise urban maps, waste management).

•

Smart Environment

The Smart Environment field provides solutions in areas affected by significant
environmental risks that require continuous monitoring and alerting about critical
events, such as avalanches, earthquakes, fires, air or water pollution…

•

Smart Water

The Smart Water domain includes all systems for water monitoring in both civil and
natural environments. A good example for civil environments can be water quality
monitoring in order to prevent the presence of chemicals, water leakage detection in
pipes or tanks… In natural environments it can provide solutions related to prevention,
for example, monitoring the levels of the rivers, dams and reservoir, e.g., for flood or
drought early warning.

24

Mukhopadhyay, S. C. (2014) Internet of Things: Challenges and Opportunities
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•

Smart Metering

Smart Metering is a wide area of application. It involves remote monitoring and control
of a large population of networked meters that provide data for accounting and
consumption billing of various commodities, such as water, gas, oil or electricity which
is the field with the most mature Smart Metering solutions.

•

Security and Emergency

The security and emergency domain include protection of areas sensitive to people
intrusion (e.g., access control, perimeter control and tracking to detect and localize
intruders using distributed sensors and alarms) or to environmental factors that
increase the risks for people and goods (e.g., monitoring liquids in areas with dense
electric outlets, detecting presence of gases and leakages in chemical factories,
detecting radiations close to nuclear power stations).

•

Retail

In the retail field, there are many possibilities and advantages of using the IoT. It
provides systems that simplify:
o Stocking (Supply Chain Control)
o Storage (Smart Product Management)
o Marketing (intelligent shopping applications): Smart shopping employs
marketing-oriented applications in retail environments, e.g., to track
customers’ behavior or feed targeted advertisements in malls. The
challenges include context awareness (e.g., location-dependent
behavior, time awareness), interoperability with existing business
systems, location and time-awareness, fusion of heterogeneous data
sources to detect user behavior25.
Strohbach, M., Martin, M. (2011). Toward a platform for pervasive display applications in
retail environments. IEEE Pervasive Comput. 10(2). p.19–27
25
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o Selling (NFC payment)

•

Logistics

The Logistics view includes systems that support scenarios related to storage and
shipping of items. It includes good monitoring during transportation, detection of bad
storage conditions (e.g., temperature, flammable materials close to heat sources),
location of goods or vehicles (e.g., for navigation support or even theft prevention).

•

Industrial control

Also known as Industry 4.0., industrial control is one of the first application domains
for IoT technologies. These systems are used for remote monitoring in manufacturing
or process industries in order to remotely check machineries (e.g., autonomous M2M
interactions to monitor and optimize productions lines), identify the current status and
position of a moving robot or vehicle or even to monitor the conditions of the
manufacturing environment. It helps the transition of industrial automations from
custom, closed developments towards more flexible internet-oriented schemes,
directly integrated with enterprise and management systems. They give the
opportunity to simplify data-intensive applications like real-time tracking or predictive
maintenance.

•

Smart Agriculture

Smart Agriculture focuses on monitoring plants, greenhouses, the soil used or the
environmental conditions (e.g., temperature, humidity) to ensure product quality
through an integration of heterogeneous sensors and actuators.
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•

Smart Animal Farming

With a narrow relation to Smart Agriculture, Smart Animal Farming enhances the
productivity of animals for meat and other animal-derived products such as milk,
eggs… by monitoring the animal health conditions at the different stages of the
creatures’ life, animal tracking and identification (very useful for product traceability
from farm to fork), and living environment.

•

Domotics and Home Automation

Focused on homes and commercial buildings, domotics and home automation include
applications to improve safety, ease of use and sustainability through resource
consumption monitoring, remote control of appliances, optimization of air and
ventilation or prevention of intrusion and theft.

•

e-Health

E-health systems are centered on monitoring of patients or assets needed to assist
the health of people in any specific condition (e.g., disabled or elderly or under special
training or dietary restrictions).
o Patient surveillance to monitor patients inside or outside hospitals,
including monitoring of living parameters and position tracking through
wearable systems at the same time that the patients’ privacy and data
are ensured.
o Fall detection, prevention and reaction for elderly or disabled people
living alone.
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2. The marketing approach
The main point to consider in this study is what can the IoT do for marketing. In
different words: how can we take advantage of IoT in order to improve the relationship
with the customers and also reach the business goals.

2.1. A new opportunity for marketers
Marketing has evolved a lot since that term was first being used. From an intention to
achieve business goals only through sales to the actual focus on the customer
experience that leads to customer loyalty, the brand awareness and image and the
huge power of data. In other words, create value that can be perceived by the
customer.

In the actual context of data-driven marketing, IoT can play a significant role but not
only to gather data, but also to create that highly valued customer experience and
engagement with “hyper-connected” customers. The given chance is to change the
traditional customer-product and customer-brand relationship.

As the IoT, at its simplest, is the connection of all things to a network or the Internet
it’s a pretty safe bet to say that, in the future, all that things will be connected
generating massive volumes of all types of data in real time 26.
“Using IoT as a marketing tool enables marketers to provide highly contextual and
tailored messages to customers, for instance in connection with digital signage in
physical situations such as in stores or via mobile or other devices in digital
interactions”27.

As Fig. 18 shows, an IoT smart products platform creates a real-time connected
network between consumers through consumer applications, companies through their

Newman, D. (2017). Why marketers need to care about the Internet of Things.
S. (2015). Marketing and the Internet of Things, closer than you think.
http://chiefmartec.com/2015/06/marketing-internet-things-closer-think/
26

27Brinker,
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business software and any product with a readable tag or connectivity that can be
identified by both groups of users.
Figure 18: Marketing and the IoT

Source: Brinker, S. (2015). Marketing and the Internet of Things, closer than you think.
http://chiefmartec.com/2015/06/marketing-internet-things-closer-think/

Customer engagement, along with asset control, is even core to the business case in
a retail IoT context28. It brings the opportunity to provide, for instance, real-time instore messages. However, marketers tend to think in terms of messages and
campaigns too often. While that is important, the main power of data, as data
professionals state, is to understand patterns and to create actionable knowledge and
insights emphasizing the possibility to analyze customer buying habits and gaining
deeper findings in the buying journey.

De Clerk, J. (2016) The Internet of Things in marketing: the integrated marketing opportunity.
https://www.i-scoop.eu/internet-of-things-guide/internet-things-marketing/
28
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“IoT is the interconnectivity of our digital devices that provides endless opportunities
for brands to listen and respond to the needs of their customers – with the right
message, at the right time on the right device 29”.

Thanks to all these real-time collected information, marketers can also use data on
customers behavior to provide better experiences or better arrange and present their
products, for example in a shop.

Why is this an advantage for marketers? Because they will be able to see how a
customer is using a specific product, exactly which features and which ones not, how
the product is performing, how usage patterns are changing over time and what are
the implications to a future product design.

This brings a real-time possibility to identify design and performance issues, address
them immediately and refine over time by customizing and personalizing products,
making them better, more useful, improving the most used features and giving value
to the ones that really worth it investing in its improvement. It represents the marketer’s
biggest reward to create deeper relationships with customers and drive loyalty to the
brand by getting a much more sophisticated understanding of the people using their
“smart” products.
“Smart products are easier to differentiate and charge premium prices for, harder to
switch from, and create new revenue opportunities from subscription or usage-based
services”30.

As far as business goals are concerned, this differentiation and loyalty that these smart
products can bring are of huge interest.

Marketo, Column Five. (s.d). The marketing power of Internet of things. Connectivity for better
customer interactivity. https://uk.marketo.com/infographics/the-marketing-power-of-theinternet-of-things/
30 Hobsbawm, A. (2005) Marketing and the Internet of Things.
http://chiefmartec.com/2015/06/marketing-internet-things-closer-think/
29
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Apart from all the advantages mentioned above, what the project “IoT as a marketing
tool” looks for is also to create an optimized and efficient tool for advertising. Being
that said, let’s give a brief explanation.

In this customer-centric data-driven environment, why should companies spend
money on TV ads or many other advertising options that could not reach the target
public? What if thanks to the IoT, companies could have a real-time market
segmentation with the possibility to send a direct tailored message to a customer that
really matches the target profile? What would be the cost of creating such a platform
compared to the cost of a prime-time TV advert that our target may not see?

Focusing on the target audience is more cost-effective and surely shows greater
results. Having a real-time market segmentation allows us to better address our
strategies and products saving costs and time as they go straight to the target by
having an accurate picture of our customers groups.

And once we have caught the attention of our potential clients, what if we provide them
with a greater customer experience to make them feel a connection with that new
product that they have just discovered? If they like it, they will finally have a loyal
relationship with the product or the brand, that at the same time, will be translated in
high revenues becoming a marketing success.
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2.2.1. Scenario
The application scenario for this case study is the Eix Comercial in Lleida (Fig. 19).
This consists of various pedestrian streets that together have more than 450 shops
and a total length of 3,5km. It’s considered one of the longest pedestrian shopping
streets in Europe. In addition, its peculiarities and historical value makes this special.

Figure 19: Eix Comercial in Lleida

Source: Turisme de Lleida. http://www.turismedelleida.cat/informacio_practica_es/visitas-guiades1/grups-i-col-lectius/rutes-turistiques/ruta-petits-grans-racons

The same model could also be applicable in a shopping center, the only difference
between both scenarios would be that in Eix Comercial the shops distribution is
following a street line and in a shopping center they are closer to each other as they
are all in the same building.

The main reason for choosing it as the case study scenario is that it offers the
possibility of implementing an IoT solution for a large number of shops at the same
time and taking advantage of that to apply the convenient marketing strategies.
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2.2.2. Marketing objectives
This section analyses the advantages of using IoT as a marketing tool, presenting the
actions that could be taken in the given scenario and the data that will need to be used
to achieve and optimize them.

•

Real-time market segmentation: aggregation of potential buyers into groups,
or segments, that have common needs and respond similarly to a marketing
action. Market segmentation enables companies to target various categories of
customers where each of these groups perceives the value of specific products
or services in a different way from the others.

The data-driven context of IoT allows us to automatically identify different
market segments in real time. For this purpose, the following customer –or
potential customer– data is needed:
o Name
o Age
o Gender
o Zip Code
o Interests and hobbies
o Family size
o Income

•

To enhance the customer experience: improve the interactions customerorganization throughout their business relationship. An interaction can include
awareness, discovery,

cultivation, advocacy,

purchases and

service.

Nowadays, customer experience is much more than person-to-person service
and thanks to technology, companies can connect with their customers in new
and exciting ways.
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•

To increase the customer loyalty: increase the likelihood of previous
customers to buy from a specific organization again. To business, loyal
customers are much more valuable than new customers and it has to be
pointed out that the cost of maintaining an existing customer is lower than
acquiring a new one.

Customer loyalty depends in a great part of customer experience. The better
the second one is, the higher is likely to be the first one. A good strategy to
boost customer loyalty is running loyalty programs in order to reward the
customers for their frequent or big purchases and also giving them personalized
offers and discounts based on the collected data:
o Contact data: name, address, e-mail, mobile number, birthday.
o Orders in the past (a record of items, prices, quantities…)
o Personalized sales ratios: frequency, average budget and consumer
habits such as days of the week and time when the person is more likely
to go shopping…
o Favorite departments and products

•

To increase sales at a specific moment or period: sales growth is always a
primary objective of marketing and all the objectives mentioned above are
indirectly intended to generate more sales too. However, it is also reasonable
to consider actions in order to increase sales punctually (seasonal sales or
temporary offers among others).
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2.2.3. Marketing actions
In this section, we are going to see possible marketing actions that will take place in
the previously mentioned scenario using the available technology in order to
accomplish the marketing objectives: real-time segmentation (Table 3), customer
experience (Table 4), customer loyalty (Table 5) and sales increase (Table 6).

Table 3: Marketing actions to identify the market segments

Marketing action

Benefit

Parameter(s) used Technology
used

Available

hot

spot To be able to gather User location within Wi-Fi

notification

customers

the area covered by

information
same

at

time

the the Wi-Fi hotspot
the

customer experience
is enhanced
Hot spot login using a To acquire the basic User location within Wi-Fi
customer’s

social personal data of the the area covered by

media account

social media account the Wi-Fi hotspot
needed for a market
segmentation

Keeping a track of To

provide

a Customer detection BLE

how many times the segmentation
same

and identification

customer through frequency of

enters the store

visits

Keeping a track of To differentiate the Customer detection BLE
how much time the customers that come and identification
customer spends in with a clear idea of
the store

what

they

are

looking for and those
who do not
Keeping a track of the Once the different Customer detection RFID / Wi-Fi
number of customers segments
that enter the store

defined,

are and identification of
it

is
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important to know his/her

market

the market share of segment
each one of them
Source: Personal collection

Table 4: Marketing actions to improve customer experience

Marketing action

Benefit

Parameter(s) used

Technology
used

Welcome the customer

To

improve Customer detection at

to the shop

customer

RFID

the entrance

experience through
business-client
relationship
Get

the

NPS

(Net

Promoter Score)

To

improve Customer detection at

customer

RFID / Wi-Fi

the exit and a survey

experience based
on results
Change

the

lights

illuminate

a

specific

product

when

To

improve Customer

customer

detection

WSN

through wall sensors

a experience

customer approaches

creating a product-

this

client environment

Enable NFC payment

To

method

customer

improve Recognition of an NFC

NFC

tag

experience
providing different
payment methods
Source: Personal collection
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Table 5: Marketing actions to enhance customer loyalty

Marketing action

Benefit

Parameter(s) used

Technology
used

Birthday

discount To

cards

increase Personal data entered Wi-Fi

customer loyalty

Limited edition gifts To
for loyal customers

increase Frequency

customer loyalty

Personalized specific To
promotions
according
customers

of

visits BLE / NFC

and money spent

increase Frequency

customer loyalty
to

by the user

of

visits BLE / NFC

and money spent

the

loyalty

degree
Discount

cards

“bringing a friend”

for To

increase A

customer loyalty

current

sends

customer QR code

an

invitation

with a QR code to a
friend. This will be
scanned in the store
and both of them will
receive

a

discount

card
Source: Personal collection

Table 6: Marketing actions to increase sales at a specific moment or period

Marketing action

Benefit

Parameter(s) used

Technology
used

Offers

based

location

on To

create User location

potential sales

Wi-Fi / WSN
/ BLE

In-store offers of one To be able to see QR code scanned by QR code
or

more

products

scanned what are the most the

customer’s

popular products smartphone
from

the

customer’s point
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of view and if they
are

finally

purchased or not

To provide additional To be able to QR code scanned by QR code
information

of

specific
product

features)

the the

scanned potential
(e.g.,

promotional
showing

a provide

its

a customer

video final

customer’s

smartphone
that

information

best that will convince
him/her
purchase

to
that

specific article
Source: Personal collection

As far as Tables 3, 4, 5 and 6 are concerned, one can notice that the only technology
that was mentioned in Chapter 1.3. and has not been used in the use case is ZigBee.
It has been considered that the possibilities offered by ZigBee can be provided by
other protocols as well, so there is no need to add complexity to our project.
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2.2.4. Additional requirements and considerations
In order to use the different technologies present in the IoT environment, there are
some additional requirements and considerations (see Table 7) that need to be taken
into account.

Table 7: Additional requirements and considerations

Technology Additional

requirements

and Proposed solution

considerations
RFID

The customers need an RFID tag to Provide the customers with
be identified

NFC

free RFID tags

The customers need either an NFC Provide the customers that
tag to be identified or to activate the do

not

have

NFC

in

their

NFC function of their smartphones if technology
they have it

smartphones with free NFC
tags

Wi-Fi

The customers need to log in and Display

a

accept the privacy policy

showing

notification

pop-up
the

available Wi-Fi hotspot
Bluetooth

The customers need to activate the Display
Bluetooth of their smartphones

a

reminder

to

activate Bluetooth for a
better customer experience
when they log in the Wi-Fi
hotspot

Source: Personal collection
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2.2.5. Budget
In this section, a detailed budget for the given scenario is presented in order to show
the viability of the project. First of all, there is a study about the estimated costs of
applying IoT in Eix Comercial and after that, an estimated unit cost of implementing it
in a fictitious store taken as a model to represent a standard one.

Table 8: Estimated labor associated costs

Task

Hours

Price

Total

needed

per hour

price

Requirements definition and analysis

40 h

20 €

800 €

Logical design

30 h

20 €

600 €

Physical design

40 h

20 €

800 €

120 h

20 €

2.400 €

40 h

20 €

800 €

350 h

20 €

5.400 €

Codification
Testing

Total

Source: Personal collection

Having a look at the hours needed in Table 8, and dividing it for the weekly working
hours of an engineer, the estimated duration of the project design would be
approximately 3 months (a quarter).

Table 9: Associated costs of equipment depreciation

Equipment

Laptop
Smartphone
Office
Office furniture

Purchase

Life span

Annual

Quarter

value

(years)

depreciation

depreciation

1.505,59 €

6y

250,93 €

62,73 €

639 €

3y

213 €

53,25 €

65.000 €

40 y

1500 €

375 €

5.000 €

15 y

333,33 €

83,33 €
574,31 €

Total
Source: Personal collection

49

Assuming that the project would need exclusive dedication by an engineer, the whole
equipment depreciation (Table 9) and the supplies and taxes of the office (Table 10)
of the quarter will be counted as a cost.

Table 10: Other office expenses

Supplies and taxes

Monthly cost

Quarter cost

5,90 €

17,70 €

Gas supply

63,10 €

189,30 €

Electricity supply

71,80 €

215,40 €

Local property tax

29,16 €

87,48 €

Water supply

509,88 €

Total
Source: Personal collection

Table 11: Costs associated to the design process

Associated costs

Total amount
5.400 €

Labor
Equipment depreciation

574,31 €

Supplies and taxes

509,88 €

Total

6.484,19 €

Source: Personal collection

Table 11 shows the sum of the total costs of Table 8, Table 9 and Table 10 that will
be paid only once by the Eix Comercial in this case, independently of how many stores
take part into the project because these costs are associated to the development of
the IoT platform in terms of design. Once this part is performed, the extension of the
IoT network can grow with an added cost for each store that wants to be part of it.
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Table 12: Material costs for each store

Sensor

Units

Unit price

Total price

2

30,84 €

61,68 €

RFID tag

500

0,17 €

85 €

Bluetooth

2

40,82 €

81,64 €

Wi-Fi router

1

79,90 €

79,90 €

NFC reader

1

209,09 €

209,09 €

RFID reader

NFC tag

200

0,99 €

198 €

WSN node

10

39,90 €

399 €
1.114,31 €

Total
Source: Personal collection

Table 12 shows the material costs for a standard store of 50 square meters. The
sensors located at the entrance/exit such as RFID or Bluetooth need to be minimum
two for any store. The WSN nodes vary depending on the size of the shop. Therefore,
considering a 50 square meters area of 5x10, the nodes needed for the precision that
the project requires would be 1 for each meter of length being that number 10 in this
particular case. As far as the RFID and NFC tags are concerned, the number of units
is approximate. There is an estimation for the first 500 customers that will need to have
these tags in order to interact with the technology. As RFID is not yet a feature included
in smartphones, they will all need it. Something different happens with the NFC tags,
because many smartphones have this feature and because of that, less tags will be
needed (only for those customers who do not have NCF technology in their
smartphones), so that, the budget includes 200 NFC tags.
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Table 13: Implementation, maintenance and further costs for each store

Task

Hours

Price per

needed

hour

Total price

Implementation

80 h

20 €

1.600 €

Maintenance for the first year

30 h

20 €

600 €

Sales reports and dashboards for the
first year (one per quarter)

20 h

20 €

400 €

2.600 €

Total
Source: Personal collection

Regarding to Table 13, each shop will have to pay for its own implementation of the
system. Additionally, the maintenance costs will be included for the first year and
another value-added service of detailed sales reports and dashboards to show all
the data related to sales in order to perceive the actual value of the tool as an
integrated system capable of gathering, analyzing and display useful data for
retailers.

Being that said, Table 14 summarizes the total cost for each store.

Table 14: Total cost per store

Cost

Total amount
1.114,31 €

Material

1.600 €

Implementation
Maintenance

600 €

Sales reports and dashboards

400 €

Total

3.714,31 €

Source: Personal collection

In conclusion, the function to represent the project global cost would be:
Project Global Cost = 6.484,19 € + 3.714,31 € * number of stores
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Conclusions
After all the research done in the IoT field and the investigation about how this could
provide a useful integrated tool for marketing in a retail context, these section shows
the final conclusions of the study
Once the theory has been matched to the application scenario, one realizes that it is
not about choosing one of the available technologies that theoretically best
accomplishes a purpose, but the combination of many of them. In other words, the
combination of the different technologies provides a more reliable, efficient and useful
IoT environment as it can take the advantages and features of each one at the same
time.
As far as feasibility is concerned, the existing technology costs bring the opportunity
to develop this project and implement it in an efficient way by making it affordable. The
biggest advantage is that as technology is continuously evolving and improving, costs
are decreasing and this is a huge opportunity for IoT. However, this constant evolution
has maintenance and updating costs associated. This is the reason why scalability
plays such an important role.
With regard to the challenges concerned in this project, privacy and security are the
most remarkable ones. Therefore, a lot of attention has to be payed to both issues
ensuring that the IoT platform is safe from threats and that the users personal
information is properly encrypted avoiding any risks. Moreover, the success of an
application always depends on the response that users have towards it and most users
express their big concern about privacy.
The main differentiating point of this project, with regard to anything done before, is
not only using IoT for marketing purposes, but taking the IoT applications for marketing
and putting them together creating a whole new and innovative integrated and hyperconnected context where both customers and marketers take advantage of and
enabling retailers to see their progress through personalized sales reports and
dashboards from the data collected.
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From a future perspective, the aim of this project is to be able to implement this “IoT
as a marketing tool” in a larger scale. Although the case study has been based on a
specific given scenario, the objective is to standardize the tool in order to make it
suitable for any retail scenario with a large number of stores such as malls or shopping
streets.
From a more personal point of view, performing this project has given me a realistic
perspective of what the real world expects from an engineer as well as from a
marketer. The opportunity to mix both fields of study and learn a lot from it, has meant
a starting point for focusing my career on what I would actually enjoy: providing
effective business solutions taking advantage of technology. If I could begin with this
project again, I would definitely be more confident because of the knowledge I have
acquired during this journey. Now, I am looking forward to implement such an
interesting idea in my future career path and to learn every day a little bit more being
able to generate innovative applications for IoT.
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